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Secure IT Asset Disposition / Tape & HD Destruction

Create a revenue stream selling
your obsolete IT hardware ;%"5'

ON-LINE has the resources and expertise to help your company create‘;‘//
new revenue stream by selling your decommissioned or obsolete IT
hardware. Provided there is still value, we will make you an offer, arrange
secure data eradication, transportation logistics and buy-back your
equipment, reducing the environmental impact of landfill disposal.

Repurposing

Repurposing allows for complete and secure data eradication without
destroying the storage device. Clients can reuse eradicated drives and other
storage media devices to lengthen the investment life cycle and cut costs

from the purchase of new. Why choose ON-LINE ?

All data eradication is done to Min Spec DOD5022.22M and Nist 800-88 * Single source for IT logistical asset
Standards with full Serial number reporting and a Certificate of Data disposition and data destruction
Destruction provided. Our portable test equipment allows the flexibility to +  Prompt payment from a company that has
perform data eradication at client locations. Proper data erasure allows you been in business since 1987

to maintain compliance with Sarbanes-Oxley, HIPAA (Health Insurance . .

Portability and Accountability Act), GLBA (Gramm-Leach-Bliley Act), and * At-your-site tape, hard drive & other data

other local and federal regulations . storage device destruction services

* Data eradication done to Min Spec
DOD5022.22M and Nist 800-88 Standards

Complete Data Compliance Services Compliance Services Include:

*  On-Site or Off Site Erasure
Department of Defense (DoD) Min spec
DOD5022.22M and Nist 800-88 3x, 5x, 7x and
Custom Level Erasure
Disk Degaussing and/or Shredding

Certified Data Sanitation and Reporting
Ta pe d nd H D Sh red & ReCyCIe *  Windows, UNIX and Linux Environments >

IBM, HP, Sun, NetApp, Hitachi and more

We offer a menu of At-Your-Site destruction options that empower our
customers to meet security compliance objectives while protecting the
environment from hazardous material disposal.

We manage the secure disposal in an environmentally responsible way,
maintaining 0% waste to landfill for end-of-life assets.
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Enterprise Data Erasure / Eradication Solutions

Whether you’re turning in a lease, relocating equipment or disposing of hardware, ON-LINE can provide Enterprise Data
Erasure / Eradication Solutions to ensure that your company’s data doesn’t fall into the wrong hands. Proper data erasure
allows you to maintain compliance with Sarbanes-Oxley, HIPAA (Health Insurance Portability and Accountability Act), GLBA

(Gramm-Leach-Bliley Act), and other local and federal regulations.

AT YOUR SITE

Erase or Shred destruction services

Whether its on-site erasure or on-site shredding, we deploy state-of-the

-art solutions right in your data center or just outside your loading dock
or building. Our professional services are not constrained by location
but fees may be assessed should there be unusual circumstances at
your facility.

On-site shredding services are very cost effective since our methods
allow for high volumes of tapes & hard drives to be processed
simultaneously, even across the various protocols. Our solutions can do
in a day what others would complete in a week. Pre-scanning options
insure that every assett with a serial number or vol-ser is captured and
becomes part of the audit trail.

IN OUR SECURE FACILITY

Off-site Logistics

Off-site work is done in our secured facility utilizing over 15,000
square feet of space and hosting a full suite of state-of-the-art
equipment. Comprehensive security measures and a dedicated
professional staff ensure end-to-end disposition of your inventory
with full data compliance.

Our Massachusetts location allows us to securely accommodate
customer needs while still maintaining on-site services to
multiple clients across multiple platforms.

A full logistics team plans and secures every point of transport to
and from this facility. Most importantly, all recovered inventory
remains secured at all times until eradication or shredding has
been completed.

We've been doing this for 27 years and can provide references

that include customers from industries including Financial, Retail
and Healtcare.

Computer Products

Destruction Methods

Physical Destruction:

Shredding or burning/melting in order to
completely destroy the media itself

Firmware Based Security Erase or Purge:
Hardware-based solutions connect directly to the
hard drive and implement an erasure command
that erases data but allows the drive to be
redeployed. Many hardware solutions use the
Secure Erase protocol developed by the NSA for
ATA/SATA harddrives.

Software Overwrite:

Software based data destruction deploys a special
application to write patterns of meaningless data
(a combination of 1s and 0s) onto the drives and
LTO or 3592 tape, usually requiring several
passes. The Department of Defense standard
requires 3 levels of overwriting.

Hard drive & Tape Degaussing: Deploys a
powerful magnetic field that destroy all
magnetically recorded data. High capacity tape
using servo tracks are rendered void of data and
cannot be read even using forensic procedures.
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